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THUITIOBBIE TPEBOBAHMUSA

10 OPraHu3aluy U odecrneyeHUuI0 PyHKIHOHUPOBAHNS H(POBATBLHBIX
(kpunTorpaguyeckux) cpecTB, NpeIHAZHAYEHHBIX VIS 3alIUTHI HH()OPMAIUH,
He cojep Kallleil cBeleHUil, COCTABJSIONIUX IrOCYIapCTBEHHYIO TAliHYy B ciIydyae UX
HCII0JIL30BAaHUA /151 o0ecrieyeHust 0€30I1aCHOCTH NMEePCOHATbHBIX JaHHBIX
npu ux oopadoTke B MHGPOPMALMOHHBIX CHCTEMAX MEPCOHAJBHBIX JAHHBIX



|. O01ue mos10xeHus

1.1. Hacrosimmue TpeGoBanus onpeessioT MOPSA0K OpTraHU3aIiA U 00CCTICUCHHSI
(G YHKITMOHUPOBAHUS U (QPOBaATIbLHBIX (kpunTorpaguIeCKux) CPE/CTB,
NpelIHAa3HAYCHHBIX JJIs  3allUThl  HH(POpMAalMM, HE COJEp)Kalllel CBEJICHUH,
COCTABJISIIONINX TOCYJApPCTBEHHYIO TallHy (majee — KpPHIITOCPEACTBO) B cCliydae HUX
UCIIOJIb30BaHUsL JUIsl oOecriedeHus 0e30MacHOCTU TEpPCOHANbHBIX JAHHBIX TPH HX
oOpaboTke B WH(DOPMAIMOHHBIX CHUCTEMax TIEPCOHANBHBIX JAaHHBIX (mamee —
MH(OpPMAIMOHHAS CUCTEMA).

1.2. Hacrosimue TpeGoBanus pa3paboTaHbl BO UCTIOJIHEHUE:

- ®enepanbHOTO 3aK0HA "O TEpPCOHANBHBIX AaHHBIX" oT 27 utons 2006rT. Ne 152-
@3 (Crarbs 19);

- [Tonoxxenus 06 obecrieueHHHM O€30MACHOCTH MEPCOHAIBHBIX JAHHBIX TPU UX
00paboTke B MH(POPMAIMOHHBIX CHCTEMaX NEPCOHATLHBIX MTAaHHBIX, YTBEPKICHHOTO
noctaHoBiienueMm IlpaBurenbctBa P® ot 17 Hos6ps 2007r. Ne781 (mamee —
[Tonoxenue);

- [Tonoxenus o denepanbHoii ciyx0e Oe3zomacHocTu Poccuiickoit deneparuu,
yTBepxkaeHHOro Yka3oMm IIpesunenta Poccutickoit @enepanuu ot 11 aBrycra 2003 roga
Ne 960.

1.3. Hacrosmue TpebGoBanus:

- ABJISIFOTCSL  O0SI3aTCNIBHBIMUA  JIJIL  OTIEpaTOpa, OCYIIECTBISIFOIIETO 00paboTKy
MIEPCOHAJILHBIX JIAHHBIX, a TaKXe JUIla, KOTOPOMY Ha OCHOBAHHH JOTOBOpPA OIEpaTop
nopy4aer o0pabOTKy NMEPCOHANBHBIX JaHHBIX W (WJIK) JUIA, KOTOPOMY Ha OCHOBAHHH
JIOTOBOpPA OTIEpaToOp IOpyYacT OKa3aHWUE YCIYr [0 OpraHu3alud W OOCCICUYCHHIO
0€30MacHOCTH 3aIUTHI TIEPCOHANIBHBIX JAaHHBIX MPU UX 00padoTKe B MHPOPMAIIMOHHOM
CUCTEME C HCIOJB30BaHUEM KPHUNTOCPEACTB. [IpM 3TOM CyIIECTBEHHBIM YCJIOBHEM

A0roBopa SABIIACTCS 0053aHHOCTh YIOOJITHOMOYCHHOTI'O Juna 00eCIIeYnTh



KOH(QUIECHIIMAIBHOCTh EPCOHANIBHBIX TaHHBIX M O€30MMaCHOCTh MEPCOHANBHBIX JAHHBIX
npu ux o0paboTke B HH(DOPMALMOHHOW CHUCTEME B Clydasx, MPEAyCMOTPEHHBIX
NEHCTBYIOLUM 3aKOHO/IaTEIbCTBOM;

- PacpOCTPaAHAIOTCA HAa KPUITOCPENCTBA, MPEAHA3HAUEHHBIE I OOecleueHus
0€30MacHOCTH TEPCOHANBHBIX JAHHBIX TpHU HUX 00paboTke B HHPOPMAIIMOHHBIX
CUCTEMax NEPCOHAIBHBIX JAHHBIX, BCE TEXHUYECKUE CPEJCTBA KOTOPBIX HAXOIATCS B
npenenax Poccuiickonn ®denepanuu, a TakKe B CHCTEMaX, TEXHUYECKHE CPEICTBA
KOTOPBIX YaCTUYHO WM LEJIMKOM HaxoAsTcs 3a npeaenaMmu Poccuiickoit @enepanui.

- HE OTMEHSIOT TPeOOBAHMS HHBIX JTIOKYMEHTOB, PErJIaMEHTHPYIOIINX MOPSA0K
oOpamieHusi co CiIy)XeOHOW HHpoOpMalnueld OrpaHUYEHHOTO pPAacHpOCTPaHEHUS B
(denepanbHbIX OpraHax UCHOJHUTEIBHOMN BIIACTH.

Omneparop ¢ yuyeToM OCOOEHHOCTEW CBOEU AESATEILHOCTH MOXET pa3paldaThiBaTh
HE NPOTUBOpEYAIIME HACTOSIIMM TpeOoBaHUSM METOAMYECKUE PEKOMEHAALMH MO UX
IPUMEHEHHUIO.

Hcnonb3yembie Uil 1eiaed HacTosmux TpeOOBaHM TEPMUHBI U ONPEAEICHUS

MIPUBEJICHBI B IPUJIOKEHUU 1.

2. Opranuzanus " o0ecneyenue 0e30MacHOCTH 00padoTKH c
HCIO/Ib30BAaHUEM IH(PPOBAIBHBIX (KPUNTOrPaPUIECKUX) CPEICTB MEPCOHAIBHBIX
JAHHBIX

2.1. bezomacHOCT, 00pabOTKM TMEPCOHAIBHBIX JAHHBIX C HCIOJH30BAHUEM
KPUOTOCPEICTB OPraHU3yIOT U 00ECTIEYMBAIOT OMEpPaTOPhl, a TAKXKE JIUIA, KOTOPhIM Ha
OCHOBAaHMH JOTOBOpaA OINEpaTop mopydaer oOpabOTKy MEepCOHANbHBIX NAHHBIX U (MIJIH)
JuIa, KOTOPbIM Ha OCHOBaHUM JOTOBOpAa OMNEPAaTOp MOpYydYaeT OKa3aHHe YCIyr IO
OpraHu3alid U 00EeCIeYeHUI0 0e30MacHOCTH 00pabOTKU B MH()POPMAIIMOHHOM CHUCTEME

NCPCOHAIBHBIX JAHHBIX C UCITIOJIB30BAHHUEM KPUIITOCPCIACTB.



ObecrieueHne 0E30MACHOCTH  TMEPCOHANBHBIX JaHHBIX C  HCIIOJB30BAHHEM
KPHUIITOCPEJICTB JIOJDKHO OCYIIECTBISITHCSI B COOTBETCTBHUH C:

1) IIpukazom ®CBb Poccun ot 9 despans 2005 r. Ne 66 "OO yTBepkIeHUH
[TomosxkeHnuss o0  pa3paboOTKe, MPOM3ZBOJACTBE, pEATU3alMd W IKCIUTyaTalluH
mm@poBaibHbIX (Kpunrorpadudecknx) cpeacts 3ammrtbl uHpopmanuu (Ilomoxenue
[1K3-2005);

2) Ilocranomnenuem [IpaBurensctBa P® ot 29 mekadbps 2007 r. Ne 957 "O6
YTBEPXKJICHUHU TIOJOXKEHUU O JIMIEH3UPOBAHUM OTIEIBHBIX BHJIOB JESATEIHLHOCTH,
CBSI3aHHBIX C MHU(PPOBATBLHBIMU (KPUITOTrpapUIECKUMHU) CpeICTBaAMU";

3) MeToauYeCKUMH PEKOMCHJAIUSAMH IO OOECICYCHHIO C  ITOMOIIBIO
KPHUIITOCPEJICTB  O€30MacHOCTH TMEPCOHANBHBIX JAaHHBIX TMpU HUX O00padoTKe B
WHOOPMAITMOHHBIX CHCTEMaX TIEPCOHANBHBIX JAaHHBIX C HCIIOIB30BAHUEM CPEICTB
apromatusanuu (Ne 149/54-144, 2008 r. ®CB Poccun),

4) Hacrosimmumu TpeOoBaHHUSIMHU.

2.2. Oneparopsl HECYT OTBETCTBEHHOCTh 3a COOTBETCTBHE IPOBOIUMBIX HMH
MEPOTIPUATUNA 10 OpraHU3alMK ¢ O0ecrnedeHuIo 0e30MacHOCTH O00paboOTKH C
UCIIOJIb30BAHUEM KPHUIITOCPEACTB NMEPCOHATBHBIX JIAHHBIX JINIIEH3UOHHBIM TPEOOBAHUSIM
¥ YCJIOBHSM, DKCIUTYaTaIlMOHHOW M TEXHUYECKON JOKYMEHTAIIMU K KPUMITOCPEACTBAM, a
Tak)ke HacTosmM TpeOoBaHUsAM.

[Ippu »TOM omepaTopbl IOJDKHBI 00ECIeYWBATh KOMIUICKCHOCTh 3alllUThI
MEPCOHANBHBIX  JAHHBIX, B TOM  YHCIE MIOCPEJICTBOM MPUMEHEHUS
HEKPUNITOTpa)UUECKUX CPEICTB 3aAIUTHI.

2.3.Ilpu pa3paboTke U pealu3alud MEPONPUATHNA 10 OpraHu3aluv |
oOecrieueHn0 OE30MACHOCTH TMEPCOHAIBHBIX JaHHBIX TMPU HUX 00paboTke B
WHPOPMAIMOHHONW CHCTEME OMNepaTop WIM YIOJHOMOYEHHOE OIMepaToOpoM JIUIIO

OCYHICCTBJIACT:



- pa3paboTKy Il KakJA0W MHOOPMAIIMOHHOW CHUCTEMBI IMEPCOHAJBHBIX JAaHHBIX
MOJIETIH yIpo3 6€30MacCHOCTH NMEPCOHANBHBIX JaHHBIX MPU UX 00pabOTKeE;

- pa3pabOTKy Ha OCHOBE MOJIEIH yIrpo3 CUCTEMbI 0€30MAaCHOCTH IMEPCOHATBHBIX
JIAHHBIX, 00ECIIEUNBAIOIICH HEUTpATM3alINIO BCEX MEPEUNCICHHBIX B MOJIEIU YyIPO3;

- ONpeJIeJIEHe  HEOOXOJUMOCTH  HUCIOJb30BaHUS  KPUIITOCPEIACTB  JUIsS
obOecricueHUs OE30MACHOCTH IMEPCOHAJBHBIX JaHHBIX W, B CJIydae IOJOKHUTEIHLHOTO
pelIeHus, ONpeieSICeHHe Ha OCHOBE MOJIENIM YIPO3 LEJIM UCTIOIb30BaHUS KPUITOCPEICTB
JUISL 3aLIUThI [IEPCOHAIBHBIX JAHHBIX OT HEMPABOMEPHOTO WJIM CIYYaWHOIrO JOCTYIA K
HUM, YHUYTOXKEHHUS, H3MEHEHHUs, OJIOKUPOBAHUS, KOMHPOBAHUS, PACIPOCTPAHCHHUS
MEePCOHAIBHBIX JIAHHBIX U (WJIM) UHBIX HEMIPABOMEPHBIX JACHCTBUM Mpu UX 00pabOTKeE;

- YCTAaHOBKY W BBOJ B OJKCIUIyaTallMl0 KPHUITOCPEACTB B COOTBETCTBUU C
AKCIUTyaTallMOHHOM M TEXHUYECKOW TOKYMEHTAIIUEN K 3TUM CPEJCTBAM;

- MPOBEPKY TOTOBHOCTU KPHUITOCPEACTB K KCIOJB30BAHUIO C COCTaBICHHEM
3aKJIFOUYECHHI O BO3MOKHOCTH UX KCILTyaTalluu;

- o0y4eHue JIUII, UCIIOJIb3YIOIIUX KPUITOCPEICTBA, pad0OTEe C HUMH;

- MO3K3EMIUISIPHBIM YYET HCMOJIb3yEeMbIX KPUIITOCPEICTB, IKCILUTyaTAlMOHHOW M
TEXHUYECKOUN TOKYMEHTAIlMU K HUM, HOCUTEJIEH MEPCOHATbHBIX TaHHbIX;

- YUYET JIUIl, JOMYIICHHBIX K padoTe ¢ KPUIITOCPEIACTBAMH, MpeAHA3HAYCHHBIMU
11 obecrieueHrss 6€30MacHOCTH MEPCOHANIBHBIX JAaHHBIX B MH(GOPMAIMOHHON CHCTEME
(oIp30BaTENIN KPUITOCPEICTB);

- KOHTPOJIb 32 COOJIFOZICHMEM  YCJIOBHH  MCIOJB30BAHUSI  KPUNTOCPEICTB,
MPEYCMOTPEHHBIX 3KCILUTYaTAlMOHHOW U TEXHUYECKON JOKYMEHTALMEN K HUM;

- pa30upaTeNnbCTBO U COCTABJICHHUE 3aKIIOYEHUH MO (pakTaM HApYIICHHS YCIOBHM
XpaHEHUs HOCHUTEJEH NEPCOHANBHBIX JIAHHBIX, KCIOJb30BAHUS KPUITOCPEICTB,
KOTOPBIE MOTYT IPUBECTH K HAPYIICHUIO KOH(DUICHIIUATLHOCTH NIEPCOHATBHBIX JTAHHBIX

WIN JPYIruM HApPYLMCHUAM, IPUBOAAINMM K CHHXXCHHIO YPOBHA 3allUIIICHHOCTHU



MEePCOHATBHBIX JaHHBIX, pPa3padOTKy W MNPHHATHEC MEp IO MPEJOTBPAIICHHUIO
BO3MOYKHBIX OMIACHBIX TTOCJICICTBUIA MTOAOOHBIX HAPYIIEHUI;

- ONIUCAaHUE OPTraHM3allMOHHBIX W TEXHUYECKUX Mep, KOTOpBIE OIeparop
00sI3yeTCsl OCYIIECTBIIATh MPH OO0ECIeUeHUH OE30MaCHOCTH NEPCOHANBHBIX JaHHBIX C
WCITOJIb30BAaHUEM KPHUIITOCPENICTB MPHU MX 00paboTKe B MH(POPMAIMOHHBIX CHCTEMaX, C
yKa3aHUEM B YaCTHOCTH:

a) MHICKCA, YCJIOBHOTO HAWMEHOBAHHMS WM  PETHCTPAIIMOHHBIX  HOMEPOB
UCIIOJIb3YEMbBIX KPUNITOCPECTB;

0) COOTBETCTBUS pa3MEICHUS M MOHTaXKa ammapatypel u 000pyI0BaHUS,
BXOJSIIET0 B COCTaB KPUMNTOCPENCTB, TPEOOBAHUSIM HOPMATHBHON NOKYMEHTAllUM U
IpaBujIaM MOJb30BaHUS KPUIITOCPEICTBAMU;

B) COOTBETCTBHS IIOMCIICHHUH, B KOTOPOM pa3MEIICHBl KPHUIITOCPEJACTBA U
XpaHUTCA KJIIOYeBas JOKYMEHTalMs K HUM, HAacTOSIIMM TpeOoBaHMUSIM C ONMUCAHUEM
OCHOBHBIX CPEJICTB 3aIlIUTHI;

r) BeINOJIHEHUST TpeOoBaHMIT K MaTepUANBbHBIM HOCUTEISIM OHOMETPUUYCCKUX
NMEPCOHANBHBIX  JIAHHBIX M TEXHOJOTHSIM  XpaHEHWs  TaKuX JaHHBIX  BHE
UH(OPMAITMOHHBIX CUCTEM MEPCOHATBHBIX JaHHBIX.

OnucaHnue TPUHATBIX MEp JOJDKHO OBITh BKJIIOUYEHO B  YBEJOMIICHHE,
npeaycMoTpeHHoe 4acTthio 1 cratbu 22 depepanbHoro 3akoHa " O mepCcOHATbHBIX
TaHHBIX'".

2.4. Tlonb3oBaTenu KPUNTOCPEACTB IOMYCKAIOTCS K pad0OTe ¢ HUMH IO PEIICHHIO,
yTBEpKIaeMoMy omeparopoM. llpu Hamuuuum aByXx U Oojee MOJIb30BaTENIeH
KPUNTOCPEJICTB OOS3aHHOCTA MEXJY HUMH JOJKHBI OBITH paclpeesieHbl C y4eTOM
MEPCOHATIBLHON OTBETCTBEHHOCTHM 3a COXPAHHOCTh KPHUIITOCPEACTB, KIIIOYEBOMH,
AKCIUTYaTallMOHHOM W TEXHUYECKOW JOKYMEHTAllMM, a TaKXKe 3a MOPYUYCHHBIC yUaCTKU
paboThI.

2.5. Ilonmp30BaTenu KpUNTOCPEACTB O0S3aHbI:



- He pasmiamarh WHGOpPMAaIUio, K KOTOpPOH OHU JOMyHIEHbI, B TOM YHCIE
CBEJICHUS O KPUNTOCPEACTBAX, KIIFOUEBBIX JOKYMEHTAaX K HUM U JPYTUX MEpax 3allUThl;

- coOmoaaTh TpeOOBaHUA K 00ECIICUEHHIO 0€30MTaCHOCTH MEPCOHANIBHBIX JTaHHBIX,
TpeboBaHMs K 00ecleyeHn0 6e30MacHOCTH KPUIITOCPEICTB U KITFOUEBBIX JOKYMEHTOB K
HUM;

- cOoO0IIaTh O CTaBIIUX UM M3BECTHBIMU IOIBITKAX MOCTOPOHHUX JIUI] MOJIYYHUTh
CBeJIeHUs 00 UCIOIb3YEMBIX KPUIITOCPEICTBAX MIIM KIHOUYEBBIX JOKYMEHTAX K HUM;

- HEMEJUIEHHO YBEJIOMJIATH oOmeparopa o (axkTax yTpaTbl WIA HEJOCTa4YH
KPHUIITOCPEJICTB, KIIIOUEBBIX JOKYMEHTOB K HHUM, KJIIOYEH OT MOMEIICHUM, XPaHWIHII,
JUYHBIX Te4YaTed M O APYyrux (akrax, KOTOpPble MOTYT MPHUBECTH K PA3IJIALICHUIO
3aIMIIAEMBbIX MTEPCOHANIBHBIX JTAHHBIX.

- cJIaTh KPUNTOCPEACTBA, HKCILTYAaTALIMOHHYIO U TEXHHUYECKYIO JOKYMEHTALUIO K
HUM, KJIIOYEBbIE JOKYMEHTbl B COOTBETCTBMM C TOPAJKOM, YCTAHOBJIEHHBIM
HacTOSIIMMHU TpeOOBaHUAMH, TPU YBOJIBHEHUU WM OTCTPAHEHUU OT HCIIOJHECHHUS
00s13aHHOCTEM, CBSI3aHHBIX C UCIIOJIB30BAHUEM KPUIITOCPE/ICTB,;

2.6 OOecrieueHue (QPYHKIIMOHUPOBAHUS U  O€30MACHOCTH  KPHUMITOCPEACTB
BO3JIara€TCsi HAa  OTBETCTBEHHOIO  IIOJI30BATENsl  KPUNTOCPEACTB, HMMEIOLIETO
HEOOXOIMMBIN YPOBCHb KBATH(UKAIINK, HA3HAYAEMOTO MPHKA30M oreparopa (namee —
OTBETCTBEHHBII TI0JIb30BATEIb KPUIITOCPEIICTB).

Honyckaercss  Bo3jiokeHHE  (GYHKIMHA ~ OTBETCTBEHHOIO  MOJIb30BaTENs
KPHUIITOCPEJICTB HA:

- OJJTHOT'O U3 NOJIb30BATENIE KPUIITOCPEACTB,;

-Ha CTPYKTYpHOE TOJpa3/IeJICHUE WM JIOJDKHOCTHOE JIMIo (paboTHHKA),
OTBETCTBEHHBIX 3a oOecreyeHne 0e30MacHOCTH MEPCOHAIbHBIX JaHHBIX, Ha3HAYaeMbIX
OIepaToOpoOM;

- Ha CHelHaIbHOE CTPYKTYpHOE MOJApa3/eNieHue IO 3allUTe TOCYJapCTBEHHOM

TalHbI, KCTIOJIB3YIOIIEe IS 3TOTO MG POBAILHBIE CPEJICTBA.



2.7. OTBETCTBEHHbIE  TMOJH30BATEIU  KPUNTOCPEACTB  JOJDKHBI  HMETh
GyHKIIMOHATBHBIE O00S3aHHOCTH, pa3paOOTaHHBIE B COOTBETCTBHUU C HACTOSIIUMU
TpeboBaHusSIMHU.

2.8. Ilpu onpenenenuun 00s13aHHOCTEH MOIB30BATEN S KPUIITOCPEACTB HEOOXOIUMO
YYUTBIBaTh, YTO OE30MAaCHOCTh OOpPaOOTKM C WCIOJB30BAHHEM KPUIITOCPEICTB
MEPCOHANIbHBIX JJAHHBIX 00€CTIeUnBaACTCS:

- COOJTIOICHUEM  TTOJIB30BATEISIMU  KPUMTOCPEACTB KOH(PHICHIIMAIBHOCTH TIPU
oOpaIIeH’u CO CBEICHUSIMHU, KOTOPhIE UM JOBEPEHBI WIIM CTAJId U3BECTHHI MO paboTe, B
TOM 4YHCI€ CO CBEJACHUSMU O (DYHKIHMOHUPOBAHUU U TMOPSAKE OOecredeHus
0€30MacCHOCTH MPUMEHSIEMbIX KPUIITOCPEJCTB U KIIOUEBBIX JOKYMEHTAX K HUM;

- TOYHBIM  BBITIOJTHEHUEM TOJIb30BATEISIMU  KPUIITOCPEJICTB TPeOOBaHUN K
obOecrieueHu 0 0€30MaCHOCTH EPCOHATBHBIX JIAHHBIX;

- HAJIC)KHBIM XPAHEHUEM JKCIUTyaTallHOHHOM M TEXHUYECKOW JTIOKYMEHTAlld K
KPHUIITOCPEJICTBAM, KJIIOYEBBIX JOKYMEHTOB, HOCUTEJEH WMH(MOpPMAIUU OrpaHUYEHHOTO
pacrpoCTpaHEHN;

- 00eCrieYeHHEeM TMPUHATHIX B COOTBETCTBUM C TpeOOBaHMSIMHU K MaTepUaTbHBIM
HOCHUTEJISIM OMOMETPUYECKUX MEPCOHATBHBIX JAHHBIX U TEXHOJIOTHSM XPAHEHMS TaKUX
JTAHHBIX BHE UH(POPMAITMOHHBIX CUCTEM MEPCOHATBHBIX JJAHHBIX MEP.

- CBOEBPEMEHHBIM BBISIBJIEHHEM IIOINBITOK TOCTOPOHHUX JIUII MOJYYUTh CBEICHUS
O 3alIUIIAEMbIX TMEPCOHAIBHBIX JaHHBIX, 00 HCMOJB3YyEMbIX KPHUITOCPEACTBAX WIH
KJIFOYEBBIX JIOKYMEHTAX K HUM;

- HEMEUICHHBIM ~ NPUHATHEM MEP 10  MNPEOYIPEKICHUIO  pasrilalleHUs
3alIUIIAEMbIX TEPCOHAIBHBIX JAHHBIX, 4 TAKKE BO3MOXKHOW UX YTE€UKHU MPHU BBISBICHUU
(GakToB yTpaThbl WM HEAOCTaYd KPHUIITOCPENCTB, KIIOUEBHIX JIOKYMEHTOB K HUM,
YAOCTOBEpPEHUHN, TMPOMYCKOB, KIIOYEH OT TOMENIEHUH, XpaHWIul, cehdon

(MeTaymuyeckux mKadoB), JNYHBIX TIeYaTel U T.11.



2.9. JIuna, opopmisiembie Ha pabOTy B KaueCTBE IMOJIb30BaTeIeH (OTBETCTBEHHBIX
MOJI30BATENICH) KPUIITOCPEACTB, JOJDKHBI OBITh O3HAKOMJICHBI C HACTOSIIUMHU
TpeOoBaHUSIMU U JPYTUMU JOKYMEHTaMH, PErIaMEHTUPYIOIIMMU OpraHu3alfio u
oOecrieueHue ©O€30MAaCHOCTU TMEPCOHANBHBIX JAaHHBIX TP HUX 00paboTke B
WHOOPMAITMOHHBIX CHCTEMax, II0J] PACIUCKy © HECyT OTBETCTBEHHOCTH 3a
HecoOJIIo/IeHHe HWMU TpeOOBaHWM yKa3aHHBIX JIOKYMEHTOB B COOTBETCTBUU C
3aKkoHoAaTenbCcTBOM Poccuiickon denepannu.

2.10. Tekyuuit KOHTPOJIb 32 OpraHu3anuen u ooecreueHrneM GyHKIIMOHUPOBAHUS
KPHUIITOCPEJICTB  BO3JIAaraeTcsi Ha oOmepaTtopa W  OTBETCTBEHHOTO  IOJIb30BaTENsS
KPHUIITOCPEJICTB B MPEEIax UX CIIyKEOHBIX MTOTHOMOYHH.

2.11. Kontponp 3a opranuzanuen, ooOecrieueHreM (YHKIIMOHUPOBAHUS W
0€30MacHOCTH KPUIITOCPEICTB, TIPETHA3HAYCHHBIX JIJIS 3alTUTHI IEPCOHATBHBIX JaHHBIX
npu ux o00paboTke B HWH(POPMALMOHHBIX CHCTEMax NEPCOHAIBHBIX JaHHBIX,
OCYIIECTBJISIETCS. B COOTBETCTBUU C JCHCTBYIOIIMM 3aKOHOJATEIbCTBOM Poccuiickoit
denepanum.

2.12. B cnydae HEOOXOJUMOCTH B3aMMOJICUCTBHS OMEPATOPOB MHGOPMAIIMOHHBIX
CUCTEM TP UCIOJIb30BAaHUU KPUIITOCPEACTB g oOecrieueHus 0e30MacHOCTH
00pabOTKM MEPCOHANBHBIX JTaHHBIX IS OpPTraHU3aINN B3aUMOJCHCTBUS KPUIITOCPEICTB
M0 PEIICHUIO OIEepaTOpOB TMEPCOHATBHBIX JAHHBIX BBIJCISIETCS KOOPAUHUPYIOIIUI
OopraH, OTBETCTBEHHBIH 3a oOecreueHrue O€30MacHOCTH TEePCOHANBHBIX JaHHBIX,
yKa3aHusi KOTOPOTO  SIBJISIIOTCA ~ 00S3aTeNbHBIMH  JJIS  BCEX  IMOJIb30BaTelei

KPUNTOCPEJICTB.

3. Mopsinok oOpamieHnsi ¢ KPUNTOCPEACTBAMN M KPUINTOKJIKYAMU K HHUM.
MeponpusiTusi Npyu KOMIPOMETALMU KPUNITOKJIIOYEH.

3.1. [Tonp3oBaTeNM KPUTITOCPEACTB OOSI3aHbI:

- HC pasriiamaTb I/IH(I)OpMaI_[I/IIO O KJIFOYCBBIX JOKYMCHTAX,
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- HE JIONYCKaTh CHATHUE KOTIUH C KIIFOYEBBIX JIOKYMEHTOB;

- HE JIOMYCKaTh BBIBOJI KJIIOUEBBIX JOKYMEHTOB Ha auciuiel (monutop) [I19BM
WJIU TIPUHTED;

- HE JIOTMyCKaTh 3aIlMCU Ha KIJII0UE€BOM HOCHUTEIb MOCTOPOHHEN MH(MOpMAIIHH;

- HE IOMYCKaTh YCTAHOBKH KJIIOYEBBIX IOKYMEHTOB B Apyrue [IDBM.

3.2. 1lpy HEOOXOOUMOCTH Tepellayd MO TEXHUYECKUM CpPEJICTBAM  CBSI3U
CIIy’)KEOHBIX COOOIIEHUH OTPAaHMYEHHOTO JOCTYIA, KACAIOIIMXCS OpraHu3alud U
obecnieyeHnss  (QYHKIMOHMPOBAHMSI  KPUIITOCPEACTB,  YKa3aHHbIE  COOOIICHHUS
HEOoOXOMMO MepeaaBaTh TOJBKO C MCIOJIb30BaHHMEM Kpuntocpenacts. [lepemaua mo
TEXHUYECKUM CPEICTBAM CBSI3M KPHUNTOKIIOUEW HE JOMYCKAaeTcs, 3a HCKIIOYEHUEM
CHELMAIbHO  OpPraHM30BAHHBIX CHUCTEM C  JCLEHTPAIM30BAHHBIM  CHAa0XEHHEM
KPHUIITOKITFOYAMHU.

3.3. Kpunrocpencrsa, wucmoiib3yemble Uil oOecredeHus:  0e30MacHOCTH
NEPCOHAIBHBIX JAHHBIX MPU UX 00pabOTKe B MH(OPMALMOHHBIX CHUCTEMaX, MOJAJIEKAT
y4YeTy C UCIOJIb30BAaHUEM MHAECKCOB MM YCIOBHBIX HAUMEHOBAHUMN U PETUCTPALMOHHBIX
HOMEPOB.

IlepeyeHb MHIEKCOB, YCIOBHBIX HAaWUMEHOBAaHHWA W PErMCTPALMOHHBIX HOMEPOB
KpPUIITOCPENCTB omnpeaensercs PenepanbHoil ciayxOoil Oe3zomacHocTH Poccuiickoi
denepanum.

3.4. Ucnonb3yeMble WU XpaHUMbIE KPUNTOCPEACTBA, OHKCIUTyaTallMOHHAs U
TEXHUYECKas  JOKyMEHTalus K  HUM, KJIKOYEBbIE  JIOKYMEHTBbl  IIOJJIEKAaT
MOJK3EeMIUIIpHOMY yueTy. Pekomenmyembie (popmbr npuBeneHsl B [lpunoxenun Ne2.
[Ipy »TOM mpOrpaMMHBIE KPUNTOCPEJACTBA JOKHBI YUYUTBHIBATHCS COBMECTHO C
annapaTHbIMH ~ CPEICTBAMHM, C  KOTOPBIMH  OCYLIECTBJISIETCS  HMX  IITAaTHOE
dbynkunonupoBanue. Ecnu annapaTtHble WK annapaTHO-IPOrpaMMHbIE KPUIITOCPEACTBA

NOAKJIIOYAIOTCS K CHUCTEMHOM IIMHE WM K OJHOMY M3 BHYTPEHHUX HHTepdeiicoB
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alIapaTHbIX CPEICTB, TO TAaKUE KPUITOCPEICTBA YUYUTHIBAIOTCS TAKKE COBMECTHO C
COOTBETCTBYIOIMMHU aIlIIAPATHBIMK CPEICTBAMU.

EnuHuneid MOdK3eMIUIIPHOIO  ydyeTa  KIIOYEBBIX JOKYMEHTOB  CUMUTAETCS
KJIIOYEBOM HOCUTENIb MHOTOKPATHOTO MCIOJIb30BaHMsl, KJIIOUEBOM OJ0KHOT. Eciiu oiuH u
TOT K€ KJIIFOYEBOM HOCHUTEb MHOTOKPATHO MCIIOJIB3YIOT JUIS 3AIIMCU KPUITOKIIOUEH, TO
€ro KaXkKAbli pa3 cleyeT PETUCTPUPOBATH OTAEIIBHO.

3.5. Bce mnomyueHHBIE HSK3EMIUISIPBI KPUNTOCPEACTB, HSKCIUIyaTallUOHHOW H
TEXHUYECKON JOKYMEHTAllUM K HHUM, KJIIOUEBBIX JIOKYMEHTOB JOJKHBI OBITH BbIaHBI
II0J] PACHUCKY B COOTBETCTBYIOILEM >KYpPHAJIE IMOIK3EMIUIIPHOIO ydeTa IOJIb30BaTEIsAM
KPUINTOCPECTB, HECYIIUM NEPCOHAIBHYIO OTBETCTBEHHOCTD 34 HX COXPAHHOCTD.

OTBETCTBEHHBIN I10Jb30BATENb KPUNTOCPEACTB 3aBOAUT M BEAET HAa KAXKIOTO
ITOJIB30BATEINSI KPUITOCPEICTB JINLIEBOM CUET, B KOTOPOM PETUCTPUPYET YUCIALIUECS 3a
HAMHM KPUNTOCPEACTBA, SKCILTYaTAllMOHHYI0 W TEXHUYECKYH) JOKYMEHTALIMI0 K HUM,
KJIFOYEBBIE JJOKYMEHTHI.

3.6. Ecnm  skcmmyaTalldOHHOM M TEXHUYECKOM — JOKYMEHTalued K
KPUIITOCPEIACTBAM NPELYCMOTPEHO NPUMEHEHUE PA30BbIX KIIIOUYEBBIX HOCUTEIEH WIIN
KPUNTOKIIIOUYM BBOJSAT U XpaHAT (HA BECh CPOK HUX JEWUCTBUS) HEMOCPEACTBEHHO B
KPUINITOCPEJCTBaX, TO TAKOM Pa30BBIM KIFOUEBOM HOCUTENb WA DJICKTPOHHAS 3aIlvCh
COOTBETCTBYIOILIETO KPUIITOKJIKOYA JOJDKHBI PETUCTPUPOBATHBCS B TEXHUYECKOM
(anmapaTHOM) )KypHaJIe, BEAYLIEMCSI HEIOCPEICTBEHHO MOJIb30BATEIEM KPUIITOCPECTB.
B TexHuueckoMm (ammapaTHOM) >KypHajie OTpa)kaloT TakKe JaHHbIe 00 HKCIUTyaTalllH
KPUNITOCPEIACTB M JAPYrMe CBEACHUSA, IPEAyCMOTPEHHBIE JKCIUIyaTALMOHHOW W
TEXHUYECKON NOKyMeHTanuend. B MHBIX cllydasx TeXHUYECKUH (ammapaTHbIi) *KypHai
Ha KpHUITOCPEACTBA HE 3aBOAMTCS (€CIM HET NPSMBIX YKAa3aHUW O €ro BEJICHUU B
OKCIUTYaTAllAOHHOW WJIM TEXHUYECKOW IOKYMEHTAIMM K KpUNTOCpencTBam). TuroBas

dbopMa TEXHUYECKOTO (anmapaTHOro) )ypHaia MpuBe/ieHa B MpuioxkeHuu Ne 3.
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3.7 Ilepegaua  KpUNTOCPEIACTB,  OSKCIUyaTAallMOHHOM M  TEXHUYECKOM
JOKYMEHTallMd K HHUM, KJIIOYEBBIX JIOKYMEHTOB JOMYCKA€TCS TOJIBKO MEXIY
MOJIb30BATEISIMU ~ KPUNTOCPEACTB U (WJIM)  OTBETCTBEHHBIM  IOJb30BaTEIEM
KPHUIITOCPEJICTB O] PACUCKY B COOTBETCTBYIOIIUX JKypPHAIAX MOIK3EMIUIIPHOTO y4eTa.
Takass mepemadya MeXAy  MOJb30BATEISIMH  KPUIITOCPEACTB  JOJDKHA  OBITh
CaHKIIMOHHWPOBaHAa OTBETCTBEHHBIM IOJIb30BATEIEM KPUIITOCPEICTB.

3.8. [Tonb3oBaTenu KpPUNTOCPEACTB XPAHAT HWHCTAITUPYIOIIHNE KPUITOCPEACTBA
HOCHUTEIIN, 3KCIUTyaTallHOHHYI0 M TEXHMYECKYIO JOKYMEHTALUI0 K KPUIITOCPEICTBAM,
KJIIOUEBbIE JIOKYMEHTh B Mmikadax (SIIMKax, XpaHWUIUIIaX) WHIUBUAYAIHHOTO
M0JIb30BAHUS B YCIOBHSIX, UCKITIOYAIOIIUX O€CKOHTPOJIBHBIN JOCTYI K HUM, a TAKXKE UX
HEIPEIHAMEPEHHOE YHUUTOXKCHHUE.

[Tonb3oBaTENM KPUNTOCPEACTB MPEAYCMATPUBAIOT TAKXKE pa3enbHOe 0e30MacHoe
XpaHEHHE JEHUCTBYIOLIUX U PE3EPBHBIX KIHOYEBBIX JOKYMEHTOB, IIPEIHA3HAYECHHBIX IS
IIPUMEHEHUS B CIy4ae KOMIIPOMETALMH IECHCTBYIOIMX KIIFOUEBBIX JTOKYMEHTOB.

3.9. AnmapatHble  CpeicTBa, C  KOTOPBIMH  OCYIIECTBIISETCA  IITaTHOE
(GYyHKIMOHUPOBAHUE KPUITOCPEACTB, a TAK)KE almapaTHbIe U arapaTHO-MPOTPaMMHBIE
KPUITOCPEICTBA JOKHBI ObITh 000PYIOBaHbI CPECTBAMU KOHTPOJIS 3@ UX BCKPBITHEM
(omeuaranel,  omJoMOMpoBaHbI). MecTo  omeuarbiBaHus  (OTUIOMOWMPOBAHUS)
KPHUIITOCPEJICTB, alMapaTHBIX CPEJCTB JAOHKHO OBITh TAaKMM, YTOOBI €r0 MOXHO OBLIO
BU3YaJIbHO KOHTPOJUPOBaTh. [IpM HamMymum TEXHUYECKOW BO3MOXXHOCTH Ha BpEMs
OTCYTCTBHSI IOJI30BATE€H KPUIITOCPEACTB YKa3aHHbIE CPEACTBA HEOOXOJUMO
OTKJIFOYATh OT JIMHUH CBSI3M U YOUPATH B ONEYaTHIBACMbIC XPAHUIIUIIA.

3.10. KpuntocpenctBa ©  KJIIOYEBbIE  JOKYMEHTBI ~ MOTYT  JOCTaBJISTHCS
denbaberepckoil (B TOM 4YHCIE€ BEAOMCTBEHHOW) CBS3bI0 WJIM CO CHELHAIBHO
BBIJICJICHHBIMU  ONEPaTOPOM OTBETCTBEHHBIMHU IOJIb30BATEISIMU  KPUIITOCPEACTB U
COTPYIHHUKAMU TpPHU COOIIOJEHUU MEpP, HUCKIIOYAIONIMX OECKOHTPOJBHBIN JOCTYN K

KpUIITOCPCACTBAM U KIIFOYCBBIM JJOKYMCHTAM BO BPEMA NOCTABKU.
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DKCIUTyaTallUOHHYIO M TEXHUYECKYIO TOKYMEHTALIUIO K KPUIITOCPEACTBAM MOXHO
NepeChUIaTh 3aKa3HBIMU WM LIEHHBIMU [TOYTOBBIMU OTIPABIICHUSMH.

3.11. JIns mepechlIKM KPUOTOCPEICTB M KIIIOUEBBIX JOKYMEHTOB OHM JOJIKHBI
OBITh IOMEUIEHBI B IPOYHYIO YIAKOBKY, UCKIIOYAIOIIYI0 BO3MOXXHOCTh UX (PU3UUECKOTO
NOBPEXJICHNUS U BHEIIHETO BO3JEHCTBHSA, B OCOOEHHOCTH Ha 3alMCAaHHYIO KIIOYEBYIO
uHpopMaruto. Kpunrocpencrsa nepecbuialoT OTAEIBHO OT KJIFOYEBBIX JTOKYMEHTOB K
HUM. Ha ymakoBkax yKa3bIBalOT OIEpaTopa WM OTBETCTBEHHOIO IOJIb30BATENS
KPHUIITOCPEJICTB, Ul KOTOPBIX 3TH YIIAKOBKM IpeaHa3HadeHbl. Ha Takux ymakoBKax
JeNalT TMOMETKY «JIMuHO». VYIHakoBKM ONEYaThIBAlOT TakuM 00pa3oM, YTOOBI
UCKJIIOYaJlaCh BO3MOKHOCTh M3BJIEYEHUS W3 HUX COJEpPKUMOro 0e3 HapyleHUs
YIaKOBOK U OTTUCKOB II€YaTH.

Jlo mnepBOHayanbHOW BBICBUIKM (MM BO3BpallEHUs) aapecarty cooOUaroT
OTJIEJIbHBIM MMCHbMOM OIKMCAHHUE BBICHUIAEMBIX €EMY YIAKOBOK U MeYaTeld, KOTOPbIMU OHU
MOTYT OBITh OTI€YaTaHHbl.

3.12. JInsi mepechlIKM KPUOTOCPEICTB, OSKCIUTyaTallUOHHOW M TEXHHYECKOMH
JOKyMEHTalluM K  HUM,  KIIOYEBBIX  JOKYMEHTOB  CJIEAyeT  IOATOTOBUTH
COINPOBOJUTENLHOE MUCBMO, B KOTOPOM HEOOXOAMMO YKa3aTh: YTO IOCHUIAETCS U B
KaKOM KOJIMYECTBE, YYETHbIE HOMEpa H3JeNMi WIA JOKYMEHTOB, a TakXke, MpH
HEOOXOJMMOCTH, Ha3HaYEHUE U MOPSAJOK HCIIOJIb30BAHUS BBICHUIAEMOTO OTIPABIICHMUS.
ConpoBoaUTENBHOE MUCHMO BKJIAJIBIBAIOT B OJJHY U3 YIIaKOBOK.

3.13. [lonyyeHHble YyIAKOBKH BCKPBIBAET TOJBKO OINEPATOpP WJIM OTBETCTBEHHBIN
II0JI30BATENb KPUIITOCPEACTB, UIsl KOTOPBIX OHU NpeaHa3HaudeHbl. Ecau copepxumoe
MOJIy4eHHOW YINAKOBKM HE COOTBETCTBYET YKa3aHHOMY B CONPOBOAMTEIBHOM IMHUCHME
WIM caMma YIaKOBKa M Ie4aTh - MX ONHMCAHUIO (OTTHUCKY), a TakXe €CJIM YINaKOBKa
MOBPEXJICHA, B PE3yJIbTaTe 4yero o0pa3oBayicsi CBOOOAHBIN JOCTYI K €€ COAEPKUMOMY,

TO IMIOJYYaTClib COCTABJISICT aKT, KOTOpBIfI BBICHIIACT OTIIPABUTCIIIO. HOJ’Iy‘IeHHBIC C
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TaKUMH OTIIPABICHUSMU KPHUINTOCPEACTBA U KIIOUYEBBIE JOKYMEHTHI 10 MOJIY4YEHUS
yKa3aHUU OT OTIPABUTEINS IPUMEHSITH HE Pa3peracTcs.

3.14. Ilpu  oOHapyXeHUH OpaKOBAHHBIX  KJIIOUEBBIX JOKYMEHTOB  WJIH
KPUIITOKIIIOUEH OJHUH SK3eMIUIIp OpaKOBaHHOTO W3IENHS CIEAYyeT BO3BPATUTh
U3TOTOBUTENIO I YCTAHOBJICHUS TNPUYUH TPOUCIIEAINIETO W WX YCTPAaHCHHUS B
JanbHEHIIeM, a OCTaBIIMECS IK3EMIUISPbl XPAaHUTh 0 MOCTYIUICHHS JOTOTHUTEIbHBIX
YKa3aHHUU OT U3TOTOBUTEIIA.

3.15. Ilonmyyenue  KpUNTOCPEACTB,  OKCIUTyaTalUOHHOW U TEXHUYECKOH
JOKYMEHTAallud K HHUM, KIIOUEBbIX JOKYMEHTOB JOJDKHO OBITh IOATBEPIKICHO
OTIIPABUTEINO B COOTBETCTBUU C MOPSIKOM, YKa3aHHBIM B COIPOBOJUTEIHHOM MHCHME.
OtnpaBurens 00s3aH KOHTPOJIMPOBATh JOCTaBKY CBOMX OTHpaBiieHUl agpecatam. Eciu
OT ajpecara CBOEBPEMEHHO HE IMOCTYIWJIO COOTBETCTBYIOIIETO MOJITBEPXKICHUS, TO
OTIIPaBUTENb JOJDKEH HAMpaBUTh €My 3ampoc M TMPHHITH MEphl K YTOYHEHHUIO
MECTOHAXOXJACHUS OTIPABICHUI.

3.16. 3aka3 Ha WBTOTOBJIEHHE OYEPEOHBIX KIIOUEBHIX JOKYMEHTOB, UX
U3rOTOBJIEHHE M PACCBhUIKY Ha MECTa HCIOJIb30BAHMS JII CBOEBPEMEHHOM 3aMEHBI
JNEHCTBYIOIIUX KIIOYEBBIX JIOKYMEHTOB CJIEAyeT MPOU3BOJIUTH 3a0JaroBpeMEHHO.
Yka3zaHue o BBOJE B JCHCTBHE OYEPETHBIX KIFOUYEBBIX JOKYMEHTOB MOXKET OBITH JaHO
OTBETCTBEHHBIM MOJIb30BATEIEM KPUITOCPEACTB TOJBKO IOCHE MOCTYIUIEHUS OT BCEX
3aMHTEPECOBAHHBIX MOJIb30BATENCH KPUITOCPEICTB MOATBEPXKICHUS O TOTyYEHUU UMH
OUYEPETHBIX KIHOUYEBBIX TOKYMEHTOB.

3.17. Heucnosnbp3oBaHHBIE WM BBIBEJCHHBIC U3 JEHCTBUS KIIOYEBBIE JOKYMEHTHI
MOJIJIEKaT BO3BPAIEHUIO OTBETCTBEHHOMY IOJIH30BATENO0 KPUNTOCPEACTB WIN TIO €T
YKa3aHUIO JOJKHBI ObITh YHUYTOKEHBI HA MECTE.

3.18. YHuYTOXKEHUE KPUNITOKIIOYEH (MCXOIHON KIIFOYEBON MH(OpMAIIKN) MOXKET
IPOU3BOIUTHCS MyTeM (PU3MUECKOTO YHHUYTOKEHUS KIFOUYEBOTO HOCUTEINS, Ha KOTOPOM

OHM PACHOJIOKEHbI, WIM MyTeM CTUpPaHUs (pa3pyLICHHs) KPUITOKIIOYEH (MCXOIHOM
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KJIFOYeBON MH(poOpMaIun) 0e3 MOBPESKACHUS KIOUEBOro HocuTens (s obecredeHus
BO3MOKHOCTH €r0 MHOTOKPAaTHOT'O UCIOJIb30BaHMS).

Kpunrokitoun (MCXOAHYIO KIIIOUEBYIO MH(POPMAIIUIO) CTUPAIOT MO TEXHOJOTHH,
NPUHATOM  JJI1  COOTBETCTBYIOIIMX  KJIIOUEBBIX  HOCUTEIEH  MHOTOKPATHOIO
UCIIONIb30Banus (auckeT, kommakT-nuckoB (CD-ROM), Data Key, Smart Card, Touch
Memory u Tt.n.). HemocpeacTBeHHblE MAEUCTBUS 1O CTHUPAHUIO KPUIITOKIIOYEH
(ucxomHoil KMIO4YEeBOM UWHGOpMAIMU), a TakKe BO3MOXKHBIE OrpaHUYCHHS Ha
JaJbHEWIlIee MPUMEHEHUE COOTBETCTBYIOIIMX KIIOUEBBIX HOCUTEIEH MHOTOKPATHOTO
UCIIOJIb30BaHUs PErIAMEHTUPYIOTCS AKCIUTYaTallMOHHOM u TEXHUYECKOU
JOKyMEHTalMeld K COOTBETCTBYIOLIMM KPHUIOTOCPEACTBAM, a TaKXKe YKa3aHUsIMU
OpraHu3aliy, MPOU3BOAMBIICH 3alMUCh KPUNTOKIIOUEH (MCXOJHOM  KITFOYEBOM
uH(pOopMaIn).

KitoueBble HOCUTENM YHHUYTOXKAIOT MIYTEM HAHECEHUS WM HEYCTPAaHUMOTO
(GU3NYECKOTO TMOBPEXKJIEHUS, HMCKIIOYAIOIEr0 BO3MOXKHOCTh MX HCHOJIb30BaHUS, a
TaK)K€ BOCCTAHOBJIEHUSI KitoueBoM uH(popmanuu. HemocpeacTBeHHblE NEUCTBHS 110
YHUYTOXKEHUIO KOHKPETHOIO THIIA KIKOYEBOIO HOCUTENS  PErNIAMEHTUPYIOTCA
DKCIUIyaTaAlMOHHOM M TEXHUYECKOM  JOKYMEHTAIlMEd K  COOTBETCTBYIOLIUM
KPUIITOCPEJICTBAM, a TaKKe YKa3aHWsIMH OpraHu3alii, TPOU3BOAMBIIEH 3aMHCh
KpUNTOKTIOUEH (MCXOTHOM KITFOUeBOW MH(pOpMAITUN).

byMaxkHple M TMpouyuMe CropaeMmble  KIIOYEBBIE HOCUTENIH, a  TaKke
AKCIUTyaTallMOHHAs M TEXHHUYECKas JOKYMEHTAIUsl K KPHUOTOCPEICTBAM YHHYTOXKAKOT
MyTEeM C)KUTAHUS UJTU C TIOMOIIBIO JTIOOBIX OyMarope3aTeIbHbIX MAIlIHH.

3.19. Kpunrocpeacrtsa yHUUTOXKAOT (YTUIUM3UPYIOT) MO PEIICHUIO OIepaTopa,
BJIJICIONIETO KPUIITOCPEACTBAMHU, U C YBEIOMJICHUEM OpraHU3alluu, OTBETCTBEHHOU B
cootBercTBUM ¢ [TK3-2005 3a opranuzanuio No3K3eMILIIPHOTO YYeTa KPUIITOCPEICTB.

HaMeueHHble K yHUYTOXKEHUIO (YTHJIM3aLUK) KPHUIITOCPEICTBA MOJIEKAT

U3BATHIO M3 amMapaTHBIX CPEACTB, ¢ KOTOPbIMU OHU (GyHKIHOHUpoBanu. [Ipu sTOM
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KPUINITOCPEJICTBA CUYUTAIOTCS H3BATBIMUA M3 amnmapaTHBIX CPENICTB, €CIU HCIOJHEHA
MPEIyCMOTPEHHAsd  JKCIUIyaTalMOHHOM M TEXHUYECKOM  JOKYMEHTAllMeh K
KPHUIITOCPEJICTBAM TpOleypa yAAICHUS IPOrPaMMHOI0 00eCreYeHUs] KpUIITOCPEACTB U
OHM MOJIHOCTBIO OTCOEIMHEHBI OT aIMAPAaTHBIX CPEJICTB.

3.20. Ilpuromueie Ass NadbHEUIIEro UCIIONIb30BAHMS Y3IIbI U JIETAIH almapaTHbBIX
CpEICTB OOIIEro Ha3HAYEHUs, HE MpeJHA3HAUCHHBbIE CHENUATbHO Jis aIlapaTHOU
peanu3anuyu KpunTorpadhuyecKux aJrOPUTMOB WIIM WHBIX (DYHKIMA KPUITOCPEACTB, a
TaK)K€ COBMECTHO paloTaolllee ¢ KpUINTOCPEACTBAMH O0OpyIoBaHHE (MOHHUTOPBHI,
OPUHTEPBI, CKaHEphl, KIaBUaTypa M T.II.), pa3peniaeTcss MCIOJb30BaTh MOCIe
YHUUTOXEHUSI KpUOTOCpPeACTB Oe3 orpaHmyeHuil. Ilpum stom umHopmanus, kotopas
MOKET OCTaBaThCS B YCTPOMCTBAX MaMsTH 0OOpYIOBaHHUs (HApUMEp, B MPHUHTEpaX,
CKaHepax), JOJKHA ObITh HAJIEKHO yialieHa (cTepTa).

3.21. KirroueBbie TOKYMEHTHI JTOJDKHBI OBITh YHUUYTOXKECHBI B CPOKH, YKa3aHHBIC B
DKCIUTyaTallAOHHOM M TEXHUYECKOW  JIOKYMEHTAallUh K  COOTBETCTBYIOLIUM
KpUNTOCPEACTBaM. ECIM CpOK YHUYTOXKEHHUS OKCIUIyaTallMOHHOM W TEXHUYECKOU
JIOKyMEHTAI[MEN HE YCTAHOBJICH, TO KIIOYEBbIE JOKYMEHTHI IOJDKHBI OBITh YHUUYTOKEHBI
He mo3aHee 10 cyTok mocliie BbIBOJA MX M3 ACUCTBHS (OKOHYAHUS CPOKa ACHCTBHUS).
@dakT yHUUTOXKEHUS O(OPMIIIETCS B COOTBETCTBYIOIIMX KYpHalaX MO3K3EMILIIPHOTO
ydeTa. B 3Tu e CpoKu ¢ OTMETKOW B TEXHMYECKOM (ammapaTHOM) >KypHalle MOAJIeKAT
YHUUTOXEHHUIO PA30BbIE€ KIIIOUEBBbIE HOCUTEIM M pPAaHEE BBEIACHHAS W XpaHSIIAsics B
KPHUIITOCPEJICTBAX WJIM MHBIX JOIMOJHHUTENBHBIX YCTPOWCTBAaX KItoueBas MHbOpMarus,
COOTBETCTBYIOIIAsl BBIBEJACHHBIM W3 JICHCTBHUS KPUIITOKJIIOYAM; XpaHAIIUECS B
KpUnTorpaduyecky 3allMIIEHHOM BHJE JaHHbIC CIEIyeT nepermudpoBaTh Ha HOBBIX
KPUINITOKJIFOYaX.

3.22. Pa3oBbI€ KJIFOYEBBIE HOCHUTENM, a TaKXK€ AJICKTPOHHBIC 3allMCHU KIIFOYEBOM
uH(pOpMaIMU, COOTBETCTBYIOLIEH BBIBEJEHHBIM M3 JCUCTBUS  KPHUIITOKIIOYAM,

HCIIOCPCACTBCHHO B KPHUIITOCPCACTBAX HJIM HHBIX OOIIOJIHHUTCIBHBIX YCTPOﬁCTBaX
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YHUYTOXKAIOTCS TOJIb30BATEIIIMU 3TUX KPUIITOCPEACTB CAMOCTOATENIBHO O] PACIIUCKY B
TEXHUYECKOM (arnmapaTHOM) KypHale.

KitoueBble TOKYMEHTHl YHMUTOXKAIOTCS JTUOO MOJB30BATENSIMU KPUIITOCPEJICTB,
aM00  OTBETCTBEHHBIM  TIOJIb30BATEIEM  KPUIITOCPEJNCTB  TOJ  paCIUCKy B
COOTBETCTBYIOIIUX >KypHajdaX IMOAK3EMIUBIPHOTO y4Y€Ta, a YHUYTOXKEHHE OOJIBIIIOTO
o0beMa KIIOYEBBIX JOKYMEHTOB MOXET ObITh odopmiieHo aktoM. [lpu sTom
MOJIH30BATENISIM KPUIITOCPEACTB Pa3pPEIIaeTCsl YHUUTOXKATh TOJBKO HCIIOIb30BaHHBIC
HEMOCPEJICTBEHHO WMHU  (TpelHa3HauYeHHble i1 HUX) Kpuntokmoun. [locne
YHUYTOXXEHUSI  TOJb30BATENN  KPUNTOCPEACTB  JOJDKHBI  YBEAOMHUTH 00 3TOM
(TenedoHOTpaMMOM, YCTHBIM COOOIIEHWEM MO Tele(OoHy U T.N.) OTBETCTBEHHOIO
MOJIb30BATENS] KPUITOCPEACTB [IJIsi CIHUCAHUS YHUYTOXXKEHHBIX JTOKYMEHTOB C WX
JIUIEBBIX CYETOB.

YHUUTOXKEHNE MO aKTy MPOU3BOJAUT KOMHUCCHUSI B COCTABE HE MEHEE JIBYX UEJIOBEK
U3 YKClia JUL, TOMYIIEHHBIX K MOJb30BaHUIO KPUIITOCPEACTB. B akTe yka3bIBaeTCs 4TO
YHUYTOXKAETCS M B KAaKOM KoJiMyecTBe. B KOHIle akTa JeliaeTcsi UTOroBasi 3aIucCh
(mudpamMu ¥ MPOMKCHIO) O KOJUIECTBE HAMMEHOBAHUIN M SK3EMIUISIPOB YHUUTOKAEMBIX
KJIFOUEBBIX JIOKYMEHTOB, WHCTAJUTUPYIOIIUX KPUIITOCPEJICTBA  HOCHUTEIIEH,
AKCIUTyaTallMOHHOM M TEXHUYECKOM JIOKyMEHTaluu. lchnpaBieHuss B TEKCTE aKTa
JIOJDKHBI  OBITH OTOBOPEHBI W 3aBEpPEHBbI TOJIMUCAMH BCEX WICHOB KOMUCCHH,
MPUHUMABIIUX Yy4YacTHE B YHHMUTOXEHHUH. O TPOBEJEHHOM YHUUTOXEHUU JEJIAr0TCS
OTMETKH B COOTBETCTBYIOIIMX JKypHaJaX MO3K3EMIUISIPHOTO yUeTa.

3.23. Kpunrokimtoud, B OTHOIICHHMH KOTOPHIX BO3HUKIO TIOJIO3PEHUE B
KOMIIPOMETAIIMHU, a TakXKe JEUCTBYIOIIME COBMECTHO C HUMHU JPYTrde€ KPUNTOKIIOUU
HEO0OXOMMO HEMEJJICHHO BBIBECTH W3 JICUCTBUS, €CIU MHOW TOPSIOK HE OrOBOPEH B
DKCIUIyaTallMOHHOM M  TEXHUYECKOM JOKYMEHTalMM K KpunrocpeacrsaM. B
Ype3BbIUYAWHBIX  CiIy4asX, KOrJa OTCYTCTBYIOT  KPUNTOKJIIOYH  JUISL  3aMEHBI

CKOMIIPOMCTHUPOBAHHBIX, HOIIYCKACTCsA, IIO PCIICHUIO OTBCTCTBCHHOI'O I10JIB30BATCIIA
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KPUINTOCPE/ICTB, COTJIACOBAHHOT'O c OMEePaTOpPOM, HCIIOJIb30BaHNE
CKOMIIPOMETHPOBAHHBIX KPUNTOKIKOYEH. B 3TOM cilydae mnepuox HUCIIOIb30BAHUSA
CKOMITPOMETHPOBAHHBIX KPUNTOKIIOYEH ITOJKEH OBITh MaKCUMaJbHO KOPOTKUM, a
3aiuuaemMas nHopmaius Kak MO>KHO MEHee IIEHHOM.

3.24.0 mHapyuieHUsX, KOTOpble MOTYT TPUBECTH K KOMIIPOMETAIIH
KPUIITOKJIIOUEH, UX COCTaBHBIX YacTel WM TNepelaBaBIIMXCA (XpaHSAMIMXCI) C HX
UCIIOJIb30BAaHUEM TEPCOHANBHBIX JAHHBIX, IIOJIB30BATEIN KPUITOCPEACTB OO0S3aHBI
COOOIIaTh OTBETCTBEHHOMY IOJIb30BATENIO KPUIITOCPEACTB U (M) OTIEpaTopy.

OCMOTp KJIFOYEBBIX HOCUTEJIEW MHOTOKPAaTHOTO MCIOJB30BAHHUS NOCTOPOHHHMHU
JMIIAMH HE CJIEAYET PaCCMATPUBATh KakK IMOJ03PEHNE B KOMIIPOMETALNY KPUIITOKITFOUEH,
€CJIM IIPU 3TOM UCKJIII0YaJIaCh BO3MOKHOCTh UX KOIUPOBAHUS (YTEHUS, pA3MHOKEHNS).

B cnywadax HemocTtaud, HENPENBSIBICHUS KIIOUEBBIX JIOKYMEHTOB, a TAaKXKe
HEOIIPEAECIEHHOCTH UX MECTOHAXO0KICHHS IPUHUMAIOTCSA CPOYHBIE MEPBI K UX PO3BICKY.

3.25. Meponpusartus 10 pO3bICKY U JOKAIH3AIMU TOCIEACTBUNA KOMITPOMETAIINH
KJIFOUEBBIX JIOKYMEHTOB OPTaHU3YET U OCYLIECTBIISIET ONEPATOP.

3.26. KitoueBble TOKYMEHTBHI JUIsl KPHUIITOCPEICTB WJIM HMCXOJHAs KIIOUeBas
uHdopmaIus 71 BBIpaOOTKH KITFOUEBBIX JOKyMeHTOB uiroTaBiuBatotrcs @Cbhb Poccun
Ha JOTOBOPHOM OCHOBE WX Juuamu, uMmeromumu juieHsnio PChb Poccunm Ha
JEATENIBHOCTD 110 U3TOTOBJICHUIO KIIFOYEBBIX JTOKYMEHTOB IS KPUIITOCPEICTB.

M3roToBisiTh KIHOYEBBIE TOKYMEHTHI M3 HCXOJHON KIIOYEBOM HH(pOpMAIUU
MOI'YT OIIEPaTOpPbl WJIA OTBETCTBEHHBIE I10JIb30BATEIN KPHUIITOCPEACTB, NPUMEHS
IITaTHbIE  KPUITOCPEACTBA, €CIM  Takasd  BO3MOXHOCTb  IIPEAyCMOTpPEHA

DKCIUIyaTallMOHHOM Y TEXHUYECKOW TOKYMEHTALUEN K KPUIITOCPEICTBAM.
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4. PazmemeHue, crenuajbHOe O000pyJAOBaHWEe, OXpaHA M OPraHU3aIuUs
pe:kuMa B TNOMENIEHHMSX, I/€ YCTAHOBJEHBI KPHNTOCPEACTBA MJIM XPAaHITCS
KJII0YeBbIe TOKYMEHThI K HHM.

4.1 Pa3menienue, crieluaibHOe 000pyA0BaHKE, OXpaHa U OpraHu3alus pexuma B
MOMEIIEHUSX, TJI€ YCTAHOBJICHBI KPUIITOCPECTBA MJIM XPAHATCS KIIIOUEBBIC JOKYMEHTBI
K HUM (namee - pEeXHUMHBIE MOMEIICHHS), JOJKHBI 00ecleunBaTh COXPaHHOCTh
NEPCOHANBHBIX JAaHHBIX, KPUIITOCPEACTB U KIFOUEBBIX JOKYMEHTOB K HUM.

[Tpu 0b60pya0BaHMM PEKUMHBIX IMOMEIICHUN JAOKHBI BBIOJHATHCS TPEOOBaHUS
K pPa3MEIICHHI0, MOHTaXy KpUITOCPEACTB, a TaKXKe JAPyroro o0opyIoBaHUS,
(YHKITMOHUPYIOIIETO C KPUITOCPEICTBAMH.

[lepeuncnenHple B HAacTOSALIEM JOKYMEHTE TpeOOBaHUS K  PEKUMHBIM
MOMEIIEHUSIM MOTYT HE TMPEIBABIATHCSA, €CIM 3TO MPEAyCMOTPEHO MpaBUIAMH
ITOJIb30BAHUS KPUNITOCPEACTBaMU, corslacoBanHbiMU ¢ @Ch Poccnn.

4.2. PexxuMHbIE MOMEILEHUSI BBIIEISIOT C YYETOM Pa3MEpPOB KOHTPOJIUPYEMBIX
30H, PErJaMEHTHPOBAHHBIX OKCITyaTAIlMOHHON M TEXHUYECKOW JOKyMEHTAIlMed K
kpuntocpenctsaM. [lomerieHns N0MKHBI UMETh MPOYHbIE BXOJHBIE JIBEPH C 3aMKaMH,
rapaHTUPYIOIIMMHM HAJEKHOE 3aKpbITHE IOMeIleHud B Hepabouee Bpems. OkHa
MOMEIIEHUH, PACTIONIOKEHHBIX Ha TEPBBIX WM TOCIETHUX JTa)kaxX 37aHHi, a TaKKe
OKHa, HaxOJIIMecs OKOJIO MOXApPHBIX JIECTHULl U JAPYTUX MECT, OTKyZa BO3MOXHO
NPOHUKHOBEHHWE B PEXKHUMHBIE TIOMEIICHHS TOCTOPOHHHUX JIMI, HEOOXOIUMO
o0OpyloBaTh METAJUIMYECKUMH  pEIIeTKaM{, WM CTaBHSAMH, WM  OXpaHHOU
CUTHAJIM3AIMeH, WIK APYTUMH CPEICTBaMH, MPEMATCTBYIOIIKUMU HEKOHTPOJIUPYEMOMY
MIPOHUKHOBEHUIO B PEKUMHBIC IOMEIICHUS.

4.3. Pa3merienue, crieninaabHOe 000pyAOBaHHUE, OXpaHa U OpTraHu3aIlus peXruMa B
MOMEIIEHHUSIX JODKHBI HCKITFOUNUTh BO3MOXKHOCTh HEKOHTPOJIMPYEMOTO MPOHUKHOBEHHUS
WK IPeOBIBaHUS B HUX TOCTOPOHHUX JIUII, @ TAKXKE MPOCMOTPA IIOCTOPOHHUMH JIUIIAMH

BEIyIIUXCS TaM paboT.
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4.4. PexxuM OXpaHbl IOMEIIEHUH, B TOM YKCJIE MTpaBWiIa I0IyCcKa COTPYIHUKOB U
noceTuTelied B pabouee H Hepabodyee BpeMs, YCTAHABIMBAET OTBETCTBEHHBIN
I10JIb30BaTENb KPUIITOCPECTB MO COTIACOBAHUIO, IPU HEOOXOJUMOCTH, C ONEPATOPOM,
B IIOMELICHHUAX KOTOPOIO YCTaHOBJICHBI KPUITOCPEICTBA WM XPAaHATCSA KIIOUYEBBIE
JOKYMEHTbl K HUM. YCTAHOBJIEHHBI pPEXUM OXpaHbl JIOJDKEH IHpelycMaTpUBaTh
NIEPUOINYECKUNA KOHTPOJIb 32 COCTOSIHUEM TEXHUYECKUX CPEICTB OXPaHbI, €CIIU TAKOBBIC
UMEIOTCS], a TAK)KE YUUTBIBATh MOJOKEHUS HacTosAmux TpeboBaHui.

4.5. JIBepn creunomemeHnii JOHKHbI ObITh MOCTOSIHHO 3aKpBITHI Ha 3aMOK U
MOTYT OTKpPBIBaTbCS TOJIBKO JUIsI CAaHKIMOHUPOBAHHOTO IIPOXO0JA COTPYAHUKOB H
nocerurenerd. Kirounm OT BXOAHBIX JBEPEM HYMEPYIOT, YUYUTBIBAIOT M BBIJAIOT
COTPYIHHMKAM, UMEIOLIIUM IPABO JOIYyCKA B PEXUMHBIE MOMEIIEHHUS, IOl PACIHUCKY B
XKypHayie ydera XpaHuwiuil. J{yOnuKaTel KI04eil OT BXOHBIX JIBEPEil TAKUX MOMEIICHUIM
ClIelyeT XpaHUTh B ceilipe omepaTopa WIM OTBETCTBEHHOTO  IOJb30BATENSA
KPHUIITOCPEICTBAMH.

4.6. JInst mpenoTBpalieHuss MpocMOTpa M3BHE PEKHUMHBIX TMOMENICHHH MX OKHA
JIOJIKHBI OBITh 3AIIUILEHBI.

4.7. PexxuMHBIE TIOMEIICHUS, KaK MPaBUJIO, JIOJDKHBI OBITh OCHAIIEHBI OXPaHHOMN
CUTHAJIM3AIMEH, CBSI3aHHOM CO CIy)KOOM OXpaHbl 3AaHUS WIH JEXKYpPHBIM IO
opranuzaiuu. VcrnpaBHOCTh CHUTHANIM3alMM TEPUOJAUYECKH HEOOXOIUMO MPOBEPSTH
OTBETCTBEHHOMY MOJIb30BATEN0 KPUIITOCPEJCTB COBMECTHO C MPEACTABUTEIIEM CITY>KOBI
OXpaHbl WM I€KYPHBIM 10 OPraHU3aLMU C OTMETKOM B COOTBETCTBYIOIIMX JKyPHAJIAX.

4.8. Jlna XxpaHEHUS KJIIOYEBBIX JOKYMEHTOB, SKCILUTyaTallMOHHON M TEXHUYECKOH
JOKYMEHTAllM¥, WHCTAUIUPYIOUIMX KPUOTOCPEACTBA HOCUTEIEH JOJKHO OBITh
OPEeIyCMOTPEHO HEOOXOAMMOE YHCIO HAACKHBIX METAUIMYECKHX XpaHWIWLI,
000pyZOBaHHBIX BHYTPEHHUMH 3aMKaMH C JBYMS IK3EMIUISIpAMU KIIFOUE U KOJOBBIMU
3aMKaMU WJIA MPUCIIOCOONIEHUSIMU U OIEYaThIBaHUS 3aMOYHBIX CKBaXHH. OauH

9K3CMILIIP KIII0Ya OT XpaHUJIMIIA OOJKCH HAXOAUTHCA Y COTPYAHUKA, OTBECTCTBCHHOI'O
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3a xpaHuiuiue. JlyOnukarbl KIHOYeH OT XpaHWIMIL COTPYJHUKU XpaHAT B celide
OTBETCTBEHHOI'O I0JIb30BATENsl KpUNTOCPEACTB. JlyOnukar KiIro4a OT XpaHWIUIIA
OTBETCTBEHHOTO I0JIb30BATENS] KPUIITOCPEACTB B ONEYAaTAHHOM YIAKOBKE JOJKEH ObITh
nepeiaH Ha XpaHEeHUe ONepaTopy MO/l PACIIUCKY B COOTBETCTBYIOIIEM KypHAJIE.

4.9. TTo oxoHuaHUM paboyero AHS PEKUMHOE MOMEIICHHE W YCTaHOBJICHHBIC B
HEM XpaHWIUIIA JOJUKHBI OBITh 3aKpBIThl, XpaHWIMINA omnedaranbl. Haxonsmuecs B
MOJIb30BAaHUU KIIOYM OT XPAHWIWII JOJDKHBI OBITh CHaHbl TOJ pAclUCKy B
COOTBETCTBYIOILIEM JKypHAaj€ OTBETCTBEHHOMY IIOJb30BATENI0 KPUIITOCPEACTB HWIIU
YIOJIHOMOYEHHOMY (JI€KYpHOMY), KOTOpbIE€ XpaHAT O3THU KIOYM B JIMYHOM WJIH
CHEHUATbHO BBIEICHHOM XPAHUIIULLE.

Kiroun OT peXMMHBIX IOMELIEHUM, a TAKXE KIY OT XPAHWIMIIA, B KOTOPOM
HAXOJATCA KJIIOYU OT BCEX JIPYTUX XPAHWIUI] PEKUMHOrO MOMEIIEHUS, B OTIEYaTaHHOM
BUJIE JIOJDKHBI OBITh CHAHBI MOJI PACIUCKY B COOTBETCTBYIOIIEM >KypHAJle CIYKObI
OXpaHbl WIHA JIE€KYPHOMY IO OpPraHM3alid OJHOBPEMEHHO C IEepeadyeil MoJ OXpaHy
caMuX pEeKUMHBIX mnomelieHuid. Ileyatn, npenHazHayeHHbIE MJiS OINEYATHIBAHUS
XPAaHWINIL, JOHKHBI HAXOIUTHCS Y IMOJIb30BATENEH KPUIITOCPEICTB, OTBETCTBEHHBIX 32
9TH XPAHWIMILA.

4.10. [Ipu yTpare Kir04a OT XpAaHWIHINA WIA OT BXOJHOW JBEPHU B PEKUMHOE
NOMEIIEHNE 3aMOK HEOOXOJMMO 3aMEHUTh WM TepelesaTh €ro CeKpeT C
M3rOTOBJICHHEM K HEMY HOBBIX KIIIOUEH C TOKyMEHTalbHbIM oopmienuem. Eciu 3amok
OT XpaHWJIHUIIA NepeesiaTh HEBO3MOXHO, TO TaKOE XPAHUJIUIIE HEOOXOAUMO 3aMEHUTb.
[Topsimok XpaHEHUs KIIOYEBBIX W JPYTrUX JOKYMEHTOB B XPaHWIMIIE, OT KOTOPOIO
yTpadueH K4, J0 U3MEHEHHUs CEKpeTa 3aMKa YCTAaHaBIMBAET OIEpaTop WU
OTBETCTBEHHBIH M0Jb30BATENb KPUIITOCPEICTB.

4.11. B OOBIYHBIX YCJIOBHSIX PEXKHMHBIE IOMEUICHUS, HAXOJAIIMECS B HUX
OlEYaTaHHbIE XPAHWIMINA MOTYT OBITh  BCKPBITBI  TOJBKO  IOJIb30BATEISIMU

KpHUIITOCPCACTB, OTBECTCTBCHHBIM II0JIb30BATCIICM KPHUIITOCPCACTB HJIX OIICPATOPOM.
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[Ipu 0OHapyKEHUH MIPU3HAKOB, YKa3bIBAIOIINX Ha BO3MOKHOE
HECAHKIIMOHUPOBAHHOE TMPOHUKHOBEHUE B OTH I[OMEIICHHUS WM XPaHWIUIIA
MOCTOPOHHUX JIMI, O CIYy4YHBIIEMCS JOJKHO OBITh HEMEJICHHO COOOIIEHO
OTBETCTBEHHOMY IOJIb30BATEII0 KPUIITOCPEACTB WM omeparopy. I[IpuObiBiInit
OTBETCTBEHHBIM IOJb30BaTEIb KPUOTOCPEACTB JODKEH OLEHUTHh BO3MOXHOCTb
KOMIIPOMETAIMU XPAHAIINXCS KIKOYEBBIX U JPYTUX JIOKYMEHTOB, COCTABUTH aKT U
MPUHATH, TPU HEOOXOJAMMOCTH, MEPhI K JIOKaJU3alluu MOCIEICTBUI KOMIIPOMETAIUU
MEPCOHAIBHBIX JIAHHBIX U K 3aMEHE CKOMIIPOMETUPOBAHHBIX KPUIITOKIIFOYEH.

4.12. PazMelieHue ¥ MOHTaX KPHUNTOCPEACTB, a TakKe JAPYroro o0OpyaoBaHUS,
(GYHKITMOHUPYIOIIETO ¢ KPUIITOCPEACTBAMU, B PEKUMHBIX MOMEILICHUSIX JTOJKHBI CBECTH
K MUHHMYMY BO3MOYKHOCTb HEKOHTPOJIMPYEMOTO JOCTyNa IOCTOPOHHHUX JIUI[ K
yYKa3aHHBIM CpPEJACTBaM. TeXHUYECKOE OOCIYyKMBaHHE TAKOro OOOpYAOBAaHHS M CMEHA
KPUIITOKJIIOYEH OCYIIECTBISIIOTCS B OTCYTCTBHE JIML, HE JAONYIIEHHBIX K padore C
JAHHBIMH KPUIITOCPEICTBAMH.

Ha Bpemsi 0TCyTCTBHS MOJIb30BaTENEH KPUNTOCPEACTB YKa3aHHOE 000PYI0BaHUE,
PU HAJTUYUHM TEXHUYECKON BO3MOXKHOCTH, JOJDKHO OBITh BBIKJIIFOYEHO, OTKIIIOUEHO OT
JUHUU CBSI3M W yOpaHO B oOIedaThbiBaeMble XpaHWIMINA. B TpPOTHBHOM cilydae IO
COrJIaCOBAaHUI0 C OTBETCTBEHHBIM MOJb30BATEIEM KPUOTOCPEACTB HEOOXOIUMO
MPEAYCMOTPETh OPraHU3ALMOHHO-TEXHUYECKUE MEphI, HCKIIOYAIOIINE BO3MOKHOCTD

HCIIOJIB30BaHUs KPHUIITOCPCACTB ITIOCTOPOHHUMHU JIMITAMU.
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[Tpunoxenue 1

OcHOBHBIE TEPMHUHBI U ONIPeieTeHUs

biokupoBanue mepcoHAJbHBIX JAHHBIX - BPEMEHHOE MpeKpaileHue coopa,
CUCTEMATU3AllMM, HAKOIUICHUS, MCIOJIb30BaHUs, pacCIpOCTPAHEHUS MEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX MEepEeauH.

Joctyn Kk wuHpopMauMu - BO3MOXHOCTH TOIY4YEHUS HHPOpPMAIMH U e€e
UCITOJIB30BAHUS.

NudopmanuonHasi cucreMa - COBOKYIMHOCTh CoJiepikalieiicss B 0a3ax JAaHHBIX
uH(popMauu U OOECNEeYUBAIIMUX €€ 00pad0TKy MH(GOPMALMOHHBIX TEXHOJOTUH H
TEXHUYECKUX CPEJCTB.

NudopmanuonHas cucTeMa MEPCOHAJBbHBIX JAHHBIX - HH(POPMAIMOHHAS
CUCTEMA, MPEJCTaBIAOmas co0Ol  COBOKYNHOCTh  MEPCOHAIbHBIX  JaHHBIX,
coJepKaluxcs B 0a3e JaHHBIX, a TaKKe MH(POPMALIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX
CPEIICTB, MO3BOJIAIOMIMX OCYIIECTBIATh OOpPaOOTKY TaKMX NEPCOHANBHBIX JAHHBIX C
UCIIOJIb30BaHUEM CPEACTB aBTOMATU3allMU WK 0€3 HCIOIb30BaHUs TAKUX CPEICTB.

KonTposmpyemasi 30Ha - IpOCTPAHCTBO, B Mpeaeiaax KOTOPOTO OCYIIECTBIIAETCS
KOHTPOJIb 32 MPEObIBAHUEM U IEUCTBUSAMU JIUI U (MJIM) TPAHCIIOPTHBIX CPEACTB.

['panuiieii KOHTPOJUPYEMOW 30HBI MOXKET OBbITh: TMEPUMETP OXPAHIEMOM
TEPPUTOPUMN TPEANPUATUSA (YUPEKIEHUS), OTPaKAAIOIINE KOHCTPYKIIMH OXPaHsSEMOTO
3JIaHUs, OXPAHSIEMOM YacTH 34aHUs, BBIIEJICHHOTO IOMEIIECHHUS .

KonduaeHunaabHOCTh NEPCOHANBHBIX JaHHBIX - 00s3aTenpHOE IS
COOJIIOJIEHUSI ONEPaTOPOM WJIM MHBIM MOJYYMBIIKUM JOCTYH K NEPCOHAIBHBIM JaHHBIM
JUIIOM TpeOoBaHUE HE JOMYyCKAaTh HMX paclmpocTpaHeHUsi 0e3 corjacus CyObekTa
NEPCOHANIbHBIX JJAHHBIX WM HAJIUYUS MHOTO 3aKOHHOT'O OCHOBaHUS

Kpunrocpeacrso -  mmdpoBanbHoe  (KpUnTOrpauueckoe)  CpeacTBo,

MpeIHa3HAYeHHOE I 3ammuThl  WH(OpMaIuu, HE CcoAepiKalleil  CBEIeHUH,
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COCTABJISIFOIIMX TOCY/IapCTBEHHYIO TaiiHy. B yacTHOCTH, K KpUNITOCPEACTBAM OTHOCATCS
cpenctBa kpuntorpadgudeckoit 3amuthl wHGopManmu (CK3U) - mmdpoBaibHbIE
(kpunTorpaduyeckue) cpeacTBa 3aluThl HHYOPMAIUU C OTPAaHUYEHHBIM JIOCTYIIOM, HE
coJieprKalllei CBeICHU, COCTaBJISIONIUX IOCYIapPCTBEHHYIO TaliHy

Mopenb HapywmiuTedasi - TPEANOJIOKEHUS O BO3MOXKHOCTSIX HapyIIUTENS,
KOTOpbIE OH MOJKET HCIOJb30BaTh JIJIsi pa3pabOTKU M MPOBEJICHUS aTak, a Takxke 00
OTPaHUYEHUSIX HA 3TU BO3MOXKHOCTH.

Mopaeab yrpos - nepedeHb BO3MOXHBIX YIpoO3.

O0paboTKa NMepCOHANBHBIX JAHHBIX - JICUCTBUS (ONEpaIlK) C MEPCOHATbHBIMU
JTaHHBIMHU, BKJIIOYast cOOp, CHUCTEeMAaTH3alMio, HAKOIUICHHE, XpaHEHHWE, YTOYHEHUE
(oOHOBNIEHHUE, U3MEHEHMHE), UCIIOJB30BAHUE, PACIIPOCTPAHEHUE (B TOM UHUCIIE Mepeaavy),
00e3/InYuBaHue, OJIOKMPOBAHUE, YHUUTOXKEHUE NIEPCOHATIBHBIX JaHHBIX.

OO0wexocTynHbpie NMEepCcOHAIbHbIC JAHHBbIE - IEPCOHAIBHBIE JAHHBIE, JOCTYII
HEOTPAaHUYEHHOIO0 Kpyra JHIl K KOTOPBIM IMpPENOCTaBIE€H C corjacus CcyObeKTa
MEPCOHANBHBIX JTAHHBIX WM Ha KOTOPBIE B COOTBETCTBHUH C (efepaibHBIMU 3aKOHAMHU
HE pacrpocTpaHseTcs TpeOoBaHKe COOI0ICHUS KOHPUACHIINATLHOCTH.

Omneparop - rocynapCTBEHHbI OpraH, MyHUUUNAIbHBIA OpraH, OPHUINYECKOE
uin  (U3MYECKOe JIMI0, OpraHu3ymolme U (WId) OCYIIECTBISIIONUE 00paboTKy
NEPCOHAIBHBIX JAHHBIX, a TaKXX€ OIpeessSIouIe LEeI U coiepXaHue 00paboTKu
NEPCOHAITBHBIX JaHHBIX.

IlepconasibHbIe JaHHBIE - 1100ass UHPOPMALIHSL, OTHOCAIIASCS K ONPENEICHHOMY
WIN OIpesiesieMOMY Ha OCHOBAaHUHU TakoM MH(popManuu pusndeckoMy Juiy (CyObeKTy
NEPCOHANBHBIX JAHHBIX), B TOM YHCIIE ero (haMuJvsl, UMsi, OTYECTBO, TO/I, MECSAII, AaTa U
MECTO PpOXKJIEHHUS, aJpec, CeMeiHOoe, COIMalIbHOe, HMYIIECTBEHHOE TOJOXKEHHE,
oOpa3oBanue, mpodeccus, 10X0bl, Apyras HHGOPMALIHS.

IMosb30BaTesib - JUIO, YYacTBYIOIIEe B HKCIUTyaTallid KPUITOCPEICTBA WIIH

WCITOJIB3YIOIIIEE PE3YIbTAThI €T0 (PYHKITMOHUPOBAHMUS.
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PacnpocTpaHenne mnepcoHANbHBIX JAHHBIX - JICHCTBUS, HAIpaBJICHHbIE Ha
nepefadyy  MEepCOHAIBHBIX  JTAHHBIX  ONPENEICHHOMY Kpyry Jul (mepenava
NEPCOHANIBHBIX JAaHHBIX) WM Ha O3HAKOMJIEHHME C TMEepCOHAJIbHBIMH JaHHBIMU
HEOTPAaHWYEHHOTO KpyTa JIMI[, B TOM 4YHClie 0OHApOJOBaHUE MEPCOHAIBHBIX JAHHBIX B
CpeacTBaX  MaccoBod — umHGpOpMaluW, — pa3MmelieHue B HHQPOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETAX WM TMPENOCTaBICHUE JIOCTYNa K MEpPCOHAIbHBIM
JTAHHBIM KaKUM-JIN0O WHBIM CIIOCOOOM.

Pe:xxuMHbBIE OMeENIeHHsl - TTIOMEIICHUS, T/l YCTAaHOBJICHBI KPUIITOCPEACTBA UIIH
XPaHSTCS KIIOYEBBIE TOKYMEHTHI K HUM.

CpeacrBo 3ammMTbl MHPOPMALMH - TEXHUYECKOE, MPOTPAMMHOE CPEACTBO,
BEIIECTBO M (WJIM) MaTepuall, NpeIHa3HAYCHHbIC WM MCIOJIb3yEeMbIE IS 3allUThI
uH(popMauu.

IIuppoBanbHbie (KpUNTOrpapuyecKune) CpeacTsa - KpUNTOCPeACTBA:

a) cpeacTBa  IMQPOBAaHMS — alllapaTHble, MPOrpaMMHBIE W  allapaTHO—
IpPOrpaMMHBIE  CPEJCTBA, CHUCTEMbl M KOMIUIEKCBHI, PEAIHU3YIOMIHE aJITOPUTMBbI
Kpunrorpaduyeckoro nmpeodpa3zoBanus HHOOPMAIIMU U TTPEIHA3HAYCHHBIC JJIS 3aIUTHI
uH(dOopMaIUKU TIPU TIepeaade Mo KaHajgam CBSI3U W (WJIK) JUIs 3allUThl HHOOpPMAIUU OT
HECaHKIIMOHUPOBAHHOTO J0CTYyNa Npu ee 00pabOTKe U XpaHEHUU;

0) cpeAcTBa  MMUTO3ALIUTHI — allllapaTHble, TPOTrPaMMHBIE U allapaTHO—
IpPOrpaMMHBIE  CpPEJCTBA, CHUCTEMbl M KOMIUIEKCHI, PEAIHU3YIOIIHE AJITOPUTMBI
Kpunrorpaduyueckoro nmpeodpa3zoBanus HHOOPMAIIUU U TTPETHA3HAYCHHBIC JJI 3aIUTHI
OT HaBsI3bIBAHUSA JIO)KHOW WH(MOPMAITNH;

B) CpEeACTBA DJEKTPOHHON IU(PPOBOM MOJNKCH — alapaTHbie, TPOTPaMMHBIE U
anmnapaTHO—IIPOrpaMMHBIE CPEACTBA, 00ECIIEUNBAIOIINE HA OCHOBE KPUNITOTpapUUECKUX
npeoOpa3oBaHuil peanu3alrio XOTsS Obl OJHOM M3 cieAyroluX (QYHKIMA: co3qaHue
ANIEKTPOHHON U(PPOBOM MOAMUCH C MCIOJIH30BAHUEM 3aKPHITOTO KJFOUA JICKTPOHHOM

HH(I)pOBOfI moArnnuncu, IMOATBCPKACHHUEC C  HCIIOJIB30BAHHMCM  OTKPBITOI'O  KJIIKO4Ya
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AJIEKTPOHHOM LU(POBON MOANMCU TMOJIMHHOCTU 3JIEKTPOHHOM IM(PPOBOM MOAIMUCH,
CO3/IaHUE 3aKPBITHIX U OTKPBITHIX KIIIOUEH 3JIEKTPOHHOMN [IU(PPOBOIA MOAUCH;

I') CpencTBa KOJAUPOBAHUS — CPENICTBA, peanusyronme JITOPUTMBI
KpunTorpaguueckoro npeoOpa3oBaHus HMHQPOPMAUM C  BBIIOJHEHUEM  YacTH
npeoOpa3oBaHuss ~ IyTEM  PYYHBIX  ONEpalid  WIM € HCIOJb30BAaHHEM
aBTOMAaTU3UPOBAHHBIX CPEJICTB HA OCHOBE TaKUX OIEpaLIUIL;

1) CPEACTBA M3rOTOBJIEHUS KIIOYEBBIX JOKYMEHTOB (HE3aBUCUMO OT BHUAA
HOCHTEJIS KIIF0YeBOM HH(OpMaIIUn );

€) KJIIOUEBbIE  JIOKYMEHTbl (HE3aBHCMMO OT BHJA HOCHUTENS  KJIHOYEBOU

uH(pOopMaIn).
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TUIIOBAS ®OPMA
YKypHaja MO3K3EMIUIIPHOTO yYeTa KPUIITOCPECTB, IKCILTYaTAlIMIOHHON U TEXHUYECKOU
JOKYMEHTAIMU K HUM, KITFOUEBBIX IOKYMEHTOB

[Tpunoxenue 2

OTMeTKa O MOTyYeHUH OTMeTKa 0 BeIIave
HanMeHoBaHIe Perncrpannonnsie
KPHIITOCPEACTBA Homepa CK3H, Howepa
SKSHJI aT:III/IOHH(;ﬁ SKCILIYATAIHOHHOK 1 drsen PO JlaTa u HOME
Ne Y . TEXHHYECKOU (kpumrrorpaduec- p ®.1.0. Jlata n
U TeXHUYECKOIt KHe HoMepa) Ot xoro COIPOBOJTH-
ILIL JOKYMEHTAIIH K HUM, MONTB30BaTENs | PACIHCKa B
JOKYMEHTAINH K N KITFOUEBBIX MOJTYYEHBI TEBHOTO
HOMepa cepuit KPHUITOCPEICTB | TOTyIeHUI
HHM, KITIOYEBBIX JOKyMEHTOB IchMa
KITIOYEBBIX JOKYMEH-
JOKyMEHTOB
TOB
1 2 3 4 5 6 7 8
Otmetka 00 m3bsatur CK3U u3 anmapaTHBIX CpeCTB
OtMeTKa o nmoakiroueHnd (ycranoBke) CK3U P PEACTE,
YHUUYTO)XCHUH KITIOYEBBIX JIOKYMEHTOB
Howmepa
Hata anmapaTHbIX
®.1.0. nonp3oBarens | HOAKIIOYCHHS CpeICTB, B Jlata @®.1.0. nonp3oBarens Homep axra
KPHIITOCPEICTB, (yCTaHOBKHM) U KOTOpEIE CK3W, P IIpumeuanne
H3BSITUS WU PACTIACKa
MPOU3BOJIUBILIETO TIOJINTUCH JIUL, | YCTaHOBJIEHBI (yHuaTo HPOU3BOJIMBILIETO o6
TIOJIKITFOYECHUE MPOM3BE/IINX | WIIH K KOTO- Y N3BATHE
JKSHUST) YHUYTOXKEHUU
(ycraHOBKY) MNOAKJIIOYECHHE | PBIM HOAKIIO- (yHHYTOXKEHHE)
(YCTaHOBKY) YEeHBbI KPUIITO-
cpencTBa
9 10 11 12 13 14 15
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[Tpunoxenue 3

TUITIOBAS ®OPMA
TEXHUYECKOT0 (anmmapaTHOTO) KypHalia

OtmeTKa 00
T Hcnone3yeMble KpUNTOKITIOUH YHUYTOXXEHUU
Wl u
(ctupanum)
peructpa-
3anucu 1o Howmep pazoBo-ro
LUOHHBIC N
o0CIy)u- CepuiiHblit, KJIFOYEBOTO
Ne HOMepa IIpume-
[Hara BaHUIO Tun Kkpunrorpadu- HOCHTEIS UIH
ILII. HCTIONb3Y- » Iloamuce YyaHue
KPHIITO- KIIFOUEBO- | YECKHI HOMeEp U 30HBI
€MBIX JlaTa | mosb30-Baresst
CpencTB rO JI0Ky- HOMEp 3K3eMIT- | KPUOTOCPEACTB, B
KPHIITO- KPUITOCPEICTB
CpeCTE MEHTa Jspa KIIF0YEBO-TO |  KOTOPYIO BBE-
p JIOKyMEHTa JICHbI KPUIITO-
KIIFOUU
1 2 3 4 5 6 7 8 9 10




